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ABSTRACT

Data protection comes in at least two different metaphors - privacy is the most well-know and it is
usually associated with sentiments like “the right to be let alone” or a “private sphere”. In a society
where personal data is abundant, widely distributed and granular - a noise society - this is not
enough. Instead, a right to what could be termed personal integrity — the maintenance of a whole
and relevant persona - becomes more important. In this paper the basic privacy principles of OECD
are examined to find if they are compliant with a noise society and some basic points about how
such a right to personal integrity should look are raised.

INTRODUCTION

The discussion about data protection has so far been concentrated on the issue of privacy and
largely assumed a case where an individual has control over his or her information, and where
som external party reveals that information to another. The image of privacy in this case is close
to that of the personal sphere, or “the right to be let alone” famously alluded to in the American
legal tradition (Warren & Brandeis1890).

This is a relevant and important discussion, but it does not exhaust the issue of data protection-
related problems in the information society. In this paper we will focus on a slightly different,
although still important issue - the issue of personal integrity.

When translated in to Swedish privacy becomes “personlig integritet” and it is not unusual to see
it translated back as “personal integrity” among Swedish legal writers. In some minor sense this
has often been treated as a mistranslation, and corrected, but there is much in this
mistranslation that deserves to be examined closer.

The reason that we should interest ourselves in the concept of personal integrity - closely
modeled on the concept of data integrity - is that we live in a society where there is no scarcity
of information. In fact we have too much information, and our main problem is to filter out the
bits and pieces that are truly useful to us. As [ have argued elsewhere (Lundblad 2004) this leads
to a situation where the individual should adopt slightly different strategies of personal data
protection - ranging from hiding in the noise to using steganography instead of encryption.

My hypothesis is that if we assume an abudance of information and an abundance of personal
data already out in circulation - the cat is so to say out of the bag - we need to think differently
about data protection as well. In order to support this hypothesis | will examine the OECD-data
protection principles and ask how our perception of them should change in a society
characterised more by noise than by information scarcity or control.

Such a society - one where information overload and abundance of personal data are given facts
- I call a noise society.

In this paper I will employ a two-tier strategy to examine how our perspective on data
protection should change in a noise society.

The first part of the paper revisits the OECD-principles on privacy (1980) and examines the
relevance of these in a noise society. I think it can be shown that the principles are still relevant,
but that they should be emphasized differently.



The second part of the paper examines in detail how problems of personal integrity arise and
what existing laws protect us against losing personal integrity, the wholeness and relevance of
our digital persona. It then proceeds to examine a suggestion for a new kind of law protecting
personal integrity, and what problems and opportunities such legislation would present.

REVISITING OECD

THE OECD-PRINCIPLES AND THEIR TIME

The OECD-principles were drafted around 1980, and published 1980. The technology of the time
allowed for collection of data in large databases. The situation differed from that of today in
three important aspects: the granularity of personal data, the number of producers of personal
data and the distribution of that same personal data.

These three dimensions have all exploded in the last twenty-odd years and created a different
kind of society, one where personal data is already widely produced, distributed and available in
ever-smaller pieces.

This does not imply that the OECD-principles have become obsolete. On the contrary they still
represent some of the best thinking we have about data protection and its limitations. It does, I
will argue, however affect the weight we should assign to the different principles and the
resulting object of protection should also be described differently.

In the following sections the aim is to examine each and every principle in order to see if it
belongs to one of two different models of data collection.

The first model is one where personal data is typically scarce, number of producers few, the size
of each piece of personal data rather large and the distribution of personal data in society at
large is limited. [ will call this the Database Model.

The second model is the exact opposite. Personal data is abundant in this model, it is produced
by everyone and everything and typically the granularity of personal data is very, very small. It is
thus widely distributed throughout society. This model I will call the Noise Model.

The idea is then to ascertain for each and every principle in the OECD set if they are applicable to
both, one or neither of these models.

As can probably by deduced from the argument so far I tend to favour the second model as a
more accurate representation of our society. The reality, now, is arguably that there exists an
enormous amount of different sources for personal data, and the collection is more of a collage
than anything else.

Let us examine three new phenomena that illustrate this fact.

Firstly, lets take blogging, the practice of writing weblogs about everything from ICT-policy to
your personal sex-life. The idea that individuals would write diaries online would be alien to the
1980s privacy expert. To imagine that the cost of publishing data would have been reduced so
much as to make it possible for anyone to disseminate personal data globally would have been
seen as far-fetched to say the least. The idea that people would then use this technology to write



about their most intimate secrets would also have been a laughable idea at the time. Blogging
has changed both the production and distribution of personal data.

Secondly, lets take support communities and e-mailing lists. These often vastly useful tools for
people with different medical, psychological or physical problems are also repositories of data
that would never have entered a database. These communities — whether they are e-mail-based
or based on different kinds of groupware - illustrate that we now allow for the digital collection
of data far more sensitive than we ever would have allowed for by the state. The idea of personal
data collection as exercising power has changed, and sometimes the collection of personal data
will resemble more of an exchange than a true collection, with one party demanding of another
that he or she deliver data.

Third, look at Twitter - the simple service that allows you to describe what you are doing right
now, and send an SMS or some other message to a web site detailing your whereabouts.
Personal data of this granularity was simply not possible back in 1980 - there was no way to
construct real-time reports about people in such a short time space and distributed them
globally. Neither was there thought to be any need for it.

In our self-surveillance society the amount of personal data produced explodes, the ways of
distributing it multiplies and the granularity of the data available becomes ever-smaller. So how
do the OECD-principles stand up to this change?

THE COLLECTION LIMITATION PRINCIPLE
In 1980 it was certainly reasonable to examine the issue of data protection from a perspective
where an active agent collects personal information. The collection principle states that:

There should be limits to the collection of personal data and any such data should be obtained by
lawful and fair means and, where appropriate, with the knowledge or consent of the data subject.

The principle was drafted in a world where personal data was not available in abundance, and
where it was hard or even impossible in many cases for individuals to control the dissemination
of personal data about themselves.

[t seems clear that the collection principle belongs more to the Database Model than to the
Noise model. So should we weigh the collection principle differently in a society characterised by
rapid information growth and noise? One argument for this position would be that collection no
longer presents the threshold point where regulation is useful. Another would be that the idea of
“collection” excludes all the cases where the data is produced and pushed to all who want to
through the web. There is no need for collection in many cases, as the data is readily available
and offered freely.

THE DATA QUALITY PRINCIPLE
The next principle in the OECD-set is the principle on data quality. It states:

Personal data should be relevant to the purposes for which they are to be used, and, to the extent
necessary for those purposes, should be accurate, complete and kept up-to-date.

This is an interesting principle in terms of the old concept of privacy - the right to be let alone, or
the right to be afforded a private sphere. One may ask why data quality enters into the
discussion about privacy at all - in the most extreme example, if somebody has fabricated a set



of lies about me and stored them in a database, well, that set of lies are hardly to be regarded as
personal data at all - or are they?

This is an important distinction. If we claim that privacy is only invaded if the personal data
processed is accurate, we quickly find ourselves surrounded by hard questions.

[s it at all possible to ascertain whether or not something is true or not? And would not a privacy
legislation limited to accurate data actually present a threat to privacy? Let us examine this
thought. What if I assert that X is a sadist - if he then complains that [ have invaded his privacy,
is he not then in fact affirming my claim? If he uses the more common complaint in this case -
which would be some kind of libel - he obviously will have greater space to maneuver on the
issue of truth.

If we on the other hand accept that completely false statements about an individual actually
pertain to the individual, then we end up in another problematic position. Anything asserted
about someone, no matter how absurd, then becomes personal data. If I assert that X is a dodo
(the bird, not a stupid person), this assertion then should be treated as a piece of personal data
about X.

The European data protection directive is quite clear in its definition on what personal data
actually is, and states:

(@)  'personal data' shall mean any information relating to an identified or identifiable
natural person ('data subject'); an identifiable person is one who can be identified,
directly or indirectly, in particular by reference to an identification number or to one
or more factors specific to his physical, physiological, mental, economic, cultural or
social identity;

[t seems reasonable to argue that false information does not qualify for personal data on the
grounds that it does not relate to a natural person at all. It is simply false.

One other argument for this position is that every conceivable statement about an individual
would become personal data, just because it was a statement about a "natural person”.

If we limit our view of data protection to the idea that someone should have the right to be let
alone or to a private sphere - the data collection principle makes little sense. But if we include
the idea of personal integrity in the concept of data protection, the principle makes perfect
sense. What it says is that data protection must not only be about limiting use of personal data, it
must also be about making sure that people do not lose their autonomy because they have lost
their integrity as public individuals.

In a world where information overload is the default state the data quality principle becomes
crucial. Without it there is no basis for protecting individuals against drowning in the noise or
being victimized by erroneous information in large collated databases.

In our analysis of the OECD-principles in a noise society it even seems reasonable to argue that
the data quality principle is far more important than the collection limitation principle, if we
weigh them against each other.



The data quality principle seems to belong more to the noise model than the database model.
But it has clear ties to the latter as well. In a world where data is collected and stored it becomes
important to have a right to correct and erase data that is no longer used. In reality the data
quality principle has a rightful place in both models, but it gains a slightly new application in the
Noise Model - instead of correcting definite, collected records it becomes a basis for a revised
data quality principle that would ensure a right to be represented in a relevant way if at all
possible. Relevancy - already a part of the principle - may play an even stronger role in the
future.

THE PURPOSE SPECIFICATION PRINCIPLE
The purpose specification principle states that:

The purposes for which personal data are collected should be specified not later than at the time
of data collection and the subsequent use limited to the fulfilment of those purposes or such
others as are not incompatible with those purposes and as are specified on each occasion of
change of purpose.

The model that this principle builds on much the same as the first principle on collection
limitation. The idea is that we have a situation where data is collected for a purpose on a specific
occasion.

Again this seems far off the mark. Some argue that we nowadays have shifted our default setting
to retaining and storing data, knowing only that it can be useful, but not having any clear idea of
what exactly the data will be used for (Mayer-Schonberger 2007).

The idea that data is collected in a certain specified set for a certain specified purpose, or a small
variation of purposes, is out of sync with what actually takes place in the Noise Model. Data is
habitually mined to find out information not necessarily about people, but about patterns,
behaviours and regularities in consumption or usage of services.

The data thus used is personal data - since it can be connected to natural persons - but the main
purpose is not related to specific individuals, but to predictions of future patterns in behavior,
consumption, usage, visits, searches et cetera.

In fact, it is may even be true that the majority of all personal data that is collected or accessed?,
is used not to chart or examine a natural person, but rather to predict collective patterns. The
purpose specification principle seems to assume the opposite, that anyone collecting personal
data does so because they want to know more about a specific individual.

[t seems clear that this principle adheres closely to the Database Model of privacy.

THE USE LIMITATION PRINCIPLE
The use limitation principle follows the purpose specification principle closely:

Personal data should not be disclosed, made available or otherwise used for purposes other than
those specified in accordance with Paragraph 9 except:

1 Accessed is a better term since the data is already available, and the amount of collection that is needed
is miniscule.



a) with the consent of the data subject; or
b) by the authority of law.

Again the basic model behind the principle - the legislative metaphor if you will - is the
Database Model . A model where we ask to use somebody’s personal data, borrow them if you
will, for a limited time to enable us to do something specific. And again this is far from what is
actually happening today. Our personal data are not ours to lend anymore, they are all over the
net and we seem to have enormous problems in trying to control even a small portion of the data
that relates to us.

THE SECURITY SAFEGUARDS PRINCIPLE

One of the perhaps most clearly Database Model-oriented principles is the security safeguard
principle:

Personal data should be protected by reasonable security safeguards against such risks as loss or
unauthorised access, destruction, use, modification or disclosure of data.

The idea that personal data today is something that can be controlled in this sense applies only
to a minority of cases, like hospital journals or employee information. Surfing patterns, buying
patterns, phone calls, SMS, e-mails and other information is widely distributed and it sometimes
even is hard to know who should be responsible for these safeguards at all.

Look at the example of Wikipedia - it contains a wealth of personal data gathered of the net and
acquired in other ways. Who is responsible for security safeguards and what would such
responsibility even entail?

THE OPENNESS PRINCIPLE

The opposite observation can be made about the openness principle, which seems well adapted
to the Noise Model. The principle states:

There should be a general policy of openness about developments, practices and policies with
respect to personal data. Means should be readily available of establishing the existence and
nature of personal data, and the main purposes of their use, as well as the identity and usual
residence of the data controller.

This is a principle that works well with the ad hoc compiling of profiles and sets of personal data,
since it only requires that these practices are transparent and open. This principle is not only
compliant with the Noise Model, but should perhaps be even more strongly applied in that
model. In the Database Model the openness principle is important, but secondary to the other
principles. Openness ensures some basic transparency, but the ground rules are laid down in the
purpose specification and the collection limitation principles.

In the Noise Model this principle becomes one of the primary principles. When compiling,
mining or sifting through data it is important to let the individuals concerned know about the
methods so that they can correct for low data quality or erroneous data that could be found
through the methods used by the processor.

THE INDIVIDUAL PARTICIPATION PRINCIPLE



Again this is a principle closely tailored to the Database Model, but with some application in the
Noise Model as well. The individual participation principle states:

An individual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller
has data relating to him;

b) to have communicated to him, data relating to him

within a reasonable time;

at a charge, if any, that is not excessive;

in a reasonable manner; and

in a form that is readily intelligible to him;

c) to be given reasons if a request made under subparagraphs(a) and (b) is denied, and to be able to
challenge such denial; and

d) to challenge data relating to him and, if the challenge is successful to have the data erased,
rectified, completed or amended.

With the rise of distributed personal data - where one party may hold the IP-address and
another the actual content that could be accessed through that [P-address - it is very hard for an
individual data controller to know what kind of personal data he or she actually has.

Let us examine an example. Let’s assume that a website keeps a log of IP-addresses of the
visitors of the website. Some of these IP-addresses come from an anonymization service and
some from regular Internet Service Providers. Some of these have yearly reviews where old logs
are erased some of the ISP:s never erase old data.

The owner of the website is a data controller - but he or she has no idea about what kind of
personal data they actually have. They only know that in theory all the IP-addresses stored in
the log could be personal data.

Of course, they could deny the request using point c) above. The point is not that the law forces
data controllers to comply with the impossible, but rather that the law presumes possibility
where impossibility will often be the default position. And this is partly because we have
changed from the Database Model to the Noise Model.

This principle, however, also contains an interesting point about rectification that becomes
extremely important in the Noise Model. Under d) the individual has a right to challenge
erroneous data, a right that becomes crucial in the Noise Model.

THE ACCOUNTABILITY PRINCIPLE
Finally, the accountability principle, which states:



A data controller should be accountable for complying with measures which give effect to the
principles stated above.

This is equally applicable in the Noise Model and the Database Model.

WEIGHING THE PRINCIPLES

What we find in this brief analysis of the OECD-principles is that the emphasis on different
principles may have to change.  have argued that the Database Model emphasized the following
principles:

- The collection limitation principle
- The purpose specification principle
- The individual participation principle

The Noise Model - which I think much more clearly represents our society - should emphasize
the following principles instead:

- The data quality principle
- The openness principle

With these principles in mind it is possible to address the second question in this paper, which is
how we protect personal integrity in a noise society.

INTRODUCING THE GOOGLE-PERSONA

A THOUGHT-EXPERIMENT

In order to examine the idea of personal integrity it helps to employ a small thought-experiment.
This experiment is simple, and consists of inventing something we call a Google-persona. A
Google-persona is the individual reflected by the first ten hits on Google when searching for an
individual.

A user can claim loss of personal integrity when the Google-persona in some way reflects a
different individual than the one he claims to be. Note that we do not have to ascertain whether
or not he are right - this is a tricky issue that we will return to in the dicussion - but only note
that he claims to have lost personal integrity. Neither do we claim that a loss of personal
integrity has to be intentional - there does not have to be an attacker stripping you of your
personal integrity.

But before we discuss the loss of personal integrity, it needs to be defined more closely. When
would we say that the personal integrity of a Google-persona is good? What different criteria can
be applied to analyse the quality of integrity in different cases? I suggest we start with three
different criteria.

Firstly, we need to look at the veracity of the information offered in the Google-persona. Is the
information given true? If it is not this is interestingly not a privacy infringement, since privacy
can only be infringed by revealing true personal data about somebody.2

2 This is clear if one analyses the definitions of personal data in the directive 95/46/EC.



Secondly we need to find some criteria of relevance. [s the information given in the Google-
persona relevant? Is it information that is relevant to who I am? This is tricky, since it
presupposes that it is easy or at least possible to discern relevant from irrelevant information.
Let us analyse this further: relevant information is not necessarily information that increases my
freedom of action.

Thirdly personal integrity depends on the information being updated and timely. If correct and
relevant, but outdated, the information will still be harmful to my personal integrity. My
integrity, so to say, has an extension in time that needs to be respected.

If these three criteria apply to the Google-persona, i.e. it shows true, relevant and updated
information about me, it seems reasonable to state that my personal integrity is good.

Why is this then important? What is the value of having good personal integrity? Interestingly at
least one of the values inherent in good personal integrity is a degree of autonomy. In assessing
the value of privacy it is frequently noted that this may well be the chief reason we protect
privacy, since privacy is a pre-requisite of autonomy (Rdssler 2005).

The greater the degree of privacy, the greater the autonomy - at least on the surface of the
argument. But is this true? There is at least one possible counter-argument in which what
provides autonomy and freedom is not privacy so much as personal integrity. The argument can
be phrased simply: what autonomy do I have if [ have complete privacy - i.e. no-one knows
anything about me? The answer seems to be, perhaps paradoxically, that [ have no freedom or
autonomy if [ have perfect privacy. Who would interact with a complete stranger? What we need
is identity, and the integrity of that identity. We need not be completely transparent (cf Brin
1998), but we need a persistent reputation in order to have an action space, autonomy and
freedom.

So while privacy is often argued to provide autonomy, [ would argue that it is in fact personal
integrity that delivers on that promise. The command of a consistently emerging identity from a
sea of noise is a greater asset than the ability to stay hidden in that same noise.

Personal integrity - the acquisition of an identity - provides us with autonomy and freedom.
When we dissolve into noise we become shifty, shadowy characters that no-one really trusts.

L.OSS OF PERSONAL INTEGRITY

LOSING PERSONAL INTEGRITY

Personal integrity can be lost in a number of different ways. In the following sections some of the
ways on which an individual can lose his or her personal integrity is examined more closely, to
give an idea of what it would entail to be denied personal integrity and to provide some
examples for the discussion.

DENIAL OF IDENTITY

The simplest form of loss of personal integrity is when there is no coherent identity to be found
in the first ten hits. This occurs naturally in a number of cases - for example when someone has
a common name. The individual reflected may be a collection of other persons with the same
name or simply the most famous individual with the same name. Here the user’s identity has
simply been denied, and there is no Google-persona to speak of.



IRRELEVANCE DELUGE

Another more subtle form of loss of personal integrity occurs when the first ten hits are about
the user and correct, but irrelevant. The hits in the Google-persona may be data about a class he
once went to, or something else, but it says nothing significant about the user, it is simply trivial
nonsense.

This form of loss of integrity leaves the user with a Google-persona that will be of no use and of
no consequence.

DEFAMATORY NOISE ATTACKS

A third kind of loss of personal integrity is the case where a name is associated with defamatory
material of some kind. This is an implausible attack but it could consist in someone entering
your name in the meta-information in porn-related web content or perhaps associate you with a
crime in some manner that is simply false and defamatory. This attack is conscious and aims at
crowding out legitimate hits in order to ensure that your Google-persona gives a defamatory
impression.

A malignant version of this is what has been termed a Google Bomb (Horowitz 2007). The idea
behind this concept is that someone widely uses discussion boards and other websites to link an
individual’s name something else than that individual or even to something denigrating.

NOISE CRIMES AND THE LAW

EXISTING LAWS?
Are there possibilities to address noise attacks today? Are there “noise crimes” in the sense that
we can see the criminalisation of such attacks on personal integrity we have examined?

PRIVACY AND THE DATA PROTECTION DIRECTIVE

The European directive on personal data protection provides for a classical privacy protection
regime. [t is based on a management/processing model that includes all processing, whether
trivial or not, to be contrasted with a more narrow abuse model advocated by some
memberstates. An abuse-model is based on a right to legal attack all processing of data where
there is actual and relevant harm, rather than endorsing a regime where all processing of data
has to fulfil certain requirements.

Are there, then, rules in the data protection directive that address the issue of personal
integrity? The closest we come to such rules are rules governing data quality. Article 12 in the
directive states:

Article 12
Right of access
Member States shall guarantee every data subject the right to obtain from the controller:

(a) without constraint at reasonable intervals and without excessive delay or expense:



- confirmation as to whether or not data relating to him are being processed and information at least
as to the purposes of the processing, the categories of data concerned, and the recipients or
categories of recipients to whom the data are disclosed,

- communication to him in an intelligible form of the data undergoing processing and of any available
information as to their source,

- knowledge of the logic involved in any automatic processing of data concerning him at least in the
case of the automated decisions referred to in Article 15 (1);

(b) as appropriate the rectification, erasure or blocking of data the processing of which does not
comply with the provisions of this Directive, in particular because of the incomplete or inaccurate
nature of the data;

(c) notification to third parties to whom the data have been disclosed of any rectification, erasure or
blocking carried out in compliance with (b), unless this proves impossible or involves a
disproportionate effort.

Note points b and c, which come close to a legal obligation to ensure that a data subjects
personal integrity at least is validated as to veracity, even if it is not validated in terms of
relevance.

The directive says nothing about updating (although it can be assumed that data wildly out of
date would be considered data that could be rectified), and it is hard to see how these rules
could be applied to, for example search engines.

The Swedish privacy commission has stated that this article in particular presents huge
problems in terms of compliance for search engines, since these services of use data caches to
store data intermediately. In principle, the privacy commission notes, the right to rectify data
applies to cached data as well as original data.

What would this mean in practice? Let us assume that someone has published defamatory
information about a user, and that the user’s personal integrity has — as a consequence - been
harmed. The user has found legal recourse and forced the original publisher to take down the
original content. A large search engine, however, still caches the content and thus continues to
disrupt the personal integrity - the correct, relevant and updated information about - of the
individual in question. In principle there then exists a right for the individual to rectify the
erroneous data, even if it is hard to see exactly how that would work in practice.

The data protection directive, then, contains provisions aimed at protecting personal integrity,
but in practice this will be hard to do.

CRIMINAL LAW
In criminal law a number of different provisions may arguably be said to protect personal
integrity - wholness and relevancy - of an individuals Google-persona.

Firstly, the different provisions of libel apply to the web as to any other medium. The challenge
here, however, is to find the source of the libel. Can a search engine be guilty of libel if it has only
picked up what somebody else has written? Search engines index automatically, and it seems
hard to argue that a libellous Google-persona would be something that Google would have to
answer for, since there is no criminal intent in automatic indexing algorithms.



(This does not, however, imply that there is no legal obligation to take down information that
has been found to be libellous.)

Other provisions in criminal law that may apply to the idea of personal integrity are for example
the provisions on different kinds of fraud. It may, in fact, be a crime or an element in an criminal
act, to doctor your Google-persona so that it makes it possible for you to defraud somebody else.

This illustrates something that is perhaps not surprising, but should be added to our discussion
for the sake of completeness. Personal integrity can sometimes be destroyed in a way that
benefits the individual. Demolishing and hiding a reputation for fraudulent behaviour may well
require destroying your personal integrity, but it does not necessarily harm you.

DISCUSSION

GENERAL POINTS

In addition to protecting privacy we may have to protect personal integrity as well. But the
choice of pronoun is deceiving. Who is this “we” that has to protect personal integrity? [ have
used the idea of a Google-persona in this paper to illustrate a point, but is it reasonable to
allocate the responsibility for personal integrity to search engines and other middle men?

Another possibility would be to offer identity services, where the integrity of an individual is
guaranteed. Individuality or identity services would give out personal information without
discrimination, but only that information that had been chosen and carefully reviewed by the
individual in question. Such identity services would of course imply interesting problems - how
would veracity and completeness be ascertained?

A NEW LAW FOR PERSONAL INTEGRITY?

On a more philosophical level it can be asked what an identity, or a Google-persona, really is. Is it
merely a set of search results pertaining to an individual? Or can it be classified as some kind of
intellectual property?

Consider a carefully crafted persona, or identity, which contains a number of complex and
interesting descriptions of an almost fictional nature. Why should such an identity be exempt
from intellectual property protection? There seems to be no natural or ex ante reason to assume
that identities are not works of intellectual property.

If an identity or a Google-persona is thought to be a work, and protected by copyright, the
integrity of the work would be protected by the moral rights. This construction is actually worth
examining in closer detail, since it offers an interesting regulatory model of how personal
integrity could be handled.

The moral rights, as designed in the European Union, provide a right for the author of a work to
be mentioned and to have the work attributed to him or her. The moral rights also, however,



contain a right not to have the integrity of one’s work destroyed. This right could be used as a
template for constructing legislation protecting personal integrity.3

Article 6bis states:

(1) Independently of the author's economic rights, and even after the transfer of the said
rights, the author shall have the right to claim authorship of the work and to object to
any distortion, mutilation or other modification of, or other derogatory action in relation
to, the said work, which would be prejudicial to his honor or reputation.

Anyone interested in trying out an alternative regulatory regime for privacy - based on an abuse
model rather than a processing model, could do worse than try to start with article 6 bis in the
Berne convention. By merely changing a few words, the end result becomes an interesting
starting point for such a regulatory reform:

(1) The data subject shall have the right to object to any distortion, mutilation or other
modification of, or other derogatory action in relation to, his personal integrity, which
would be prejudicial to his honor or reputation.

Note that the rule would protect honor and/or reputation and thus focus on any detrimental
effects to the autonomy of those who have their personal integrity violated. What would be
needed to accompany this rule would be a rule to guarantee a simple process of objecting to any
such distortion, mutilation or modification of one’s personal integrity. As we have seen the right
to challenge, as devised in the OECD-principles could form the basis of such a right.

CONCLUSION

While privacy is still paramount to the discussion of what future information society we want to
live in, we would do well not to forget that entirely new problems arise in a society where the
rate of information growth has exploded. In a noise society - characterised by an excess of
information - the consequences of being obliterated by noise is often more detrimental to one’s
autonomy than regular privacy infringements. The old metaphor of a private sphere needs to be
exchanged, and a new model of communication installed. Privacy is worth nothing if it does not
enable us to communicate with others, grow a reputation and a persistent presence to act from.

In a noise society it is far more important to be able to keep the integrity of an identity, than to
conceal the identity altogether.
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